Internet scam breaking your
heart and your bank account

Romance Scams and How to Avoid Falling for Them

ore and more
people are look-
ing for love on-

line. A large mumber are
those aged 50 plus; and
dating services aimed at
baby boomers are expect-
ed to grow the most over
the next five years,

You know who else is
prowling around websites
and apps looking for their
next opportunity? Scam-
Mers.

In the first 5 months
of 28, Kiwis reported
losing $7.9 million in ro-
manee scams to Netsafe,

5"\11||'t|1|]l‘|‘_\i are 5
ally good at what they do,
They've got erafty wavs to
make Yo believe th ;!
ries and a range of pltLLm
to find targets these days.
S0 you must know the
warning signs, recognize
the script, learn how to
identify and protect your-

sell. Here's how:

Know Where Scamimers
Lurk

Dating websiles are not
the only hunting grounds
for scammers looking for
potential romance scam

#BeFraudSmart
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vietims. They're trolling
for victims on a number of
apps, even one’s that aren’t
mssociated  with  dating,
such as Facebook, Skype,
LinkedIn and online social
game sites. They start the
connection, building your
trust over time then goin
yvour affection, then they
strike.

Important to Keep Your
Profile Safe

Think about whether in-
formation in your profile
F'Ill]lll h" I.IHL'(I ilﬁililL‘il Yo,

It's understandable to
want to be open and hon-
est on a dating profile,
but remember scammers
look for ways to exploit
information you make
available.  For l'x:||1|||1|'.,
you mention you have lost
your hushand o ecancer,
llu'.:\.' migltl say their wife
died of cancer to make vou
feel your are in the same
situalion.

For zocial apps such as
Facebook learn how to use
your privacy and security
settings to avoid sharing
oo much personal infor-
mation. Also, don't aﬂ'upl

B/

friend requests from peo-
ple you don't know, even
if they try to explain why
you should recall them.
You could put your whole
friend network at risk.

Verify, Verify Then Verify
Again

Once you've matched with
a person, begin learning
as much about the other
person ag possible. Use a
reverse image search to
see if your match’s photos
have been stolen or used
elsewhere. This  doesn’t
100% validate the authen-
ticity of the person, it's just
another piece of the puzzele
for yvou.

Recognise the Script

Scam s In:r_\' 'i:]l[rr.-um.-
ate or report to be military
personnel, such asthe US
f\l'l't!.\".\i[:ll I‘“B I|1:‘:l\' are on
deployment and can't ac-
cess money as a result
Then they request your
help by sending money via
money transfer to autho-
rized personnel to collect
money on their belalfl,
The U.S. Army provides

New Tealand
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answers Lo fregquently

asked questions that will

asggist in detection of 2

seammer daiming o be a

.5, Army personnel:

- Soldiers do not need
permission fo gel mar-
red.

- Soldiers emails are in
this format: john.doe.
mil@mail.mil

- Soldiers have medical
insurance, which pays
for their medical costs
when treated at avil-
ii‘l" Ill'ilEl]l CaAre I-I ol H-il‘ﬁ
worldwide - family and
friends do not need to
pay their medical ex-
penses.

- Army financial offices
are not used to help Sol-
diers buy or sell items
of any kind.

- Soldiers deployed to
Combat Zones do not
need to solicit money
from the public to feed
or house themselves or
their troops.

= Deploved Soldiers
do not find Jarge un-
claimed sums of money
and need vour help to
get that money out of
the country.

Anyone who tells you
one of the above-listed
conditions/circumstances
is true is likely posing as a
Soldier and trving to steal
money from you.

You can visit U.S. Army
Criminal Investigation
Commuand for more use-
ful information at http://
www.cid.army.mil/ro-
mancescam_himl,

Tips for staying safe and
spotting romance scams:

Romance
SCAM

Always be cautious and

vonsider the possibility

that an approach may
be @ scam.

Check the profile of new

friend requests, espe-

cially if you have only
met online. Look out
for:

o Profiles that are in-

tended to be typical

soeial media profiles
but read like dating
prufiles.

Newly created pro-

files  with limited

content.

o Hidden friend lists
or friend lists con-
taining only people
from the opposite
gender.

=

o Grammatical anid
spelling errors.,
v a reverse image

search o check i the
photos have been stolen
or nsed elsewhere.
Learn how to use your
privacy and  security
settings to avoid shar-
ing too much personal
information on sodal
networking sites.

Never send money to
someone _\"’IJ llﬂ\'l.' ol
met in person and be
suspicious if someone
usks for your financial
information such as
a eredit card number,
bank account details or

other sensitive informi-

tion.

Wayne Howarth, West-
ern Union regional fraud
risk manager for Asia Pa-
cific advises, “Awareness
is the best defense against
scams. In the case of ro
mance scams, please en-
sure thal you pever send
money to an individual
you have never met in per-
som to help avoid becom-
ing & scam victim,”

Detective Sergeant
Bridget Doell from the Fi-
naneial Crime Group of the
New Zealand Police states,
“If at any stage you are be-
ing asked to send money to
someone you have never
met, it is highly likely you
are being scammed.”

To learn more about
commaon scams and howto
help protect yoursell from
fraud, visit our website at
wu.com/fraudawareness
along with New Zealand
Department of Consumer
Affairs at  www.scam-
watch.govt.nz,

For more lips against
scams watch scammers
cash in by targeting people
looking for love at https: /f
www.youtube.com/
watch?v=WlitwKWhOTFc,

Find wseful seam pre-
vention advice at https://
www.voutube.com/

v=kDH4SEVQZWE.
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